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Executive Summary

Synthetic data is rapidly emerging as a transformative enabler in digital health
innovation, offering new pathways to unlock data access, strengthen Artificial
Intelligence (Al) development and advance inclusive research and care.
Realising the significant potential of synthetic data, the Healthcare Task Force of
BDVA has formulated a working group with relevant expertise to author this white
paper that explores how synthetic data can strategically benefit and boost
innovation in eight key domains: virtual patients, data scarcity and bias
mitigation, data sharing and collaboration, clinical trial innovation, Al fairness &
performance, privacy-respecting research addressing ethical, legal and
business barriers, system readiness and reliability and health workforce training.
Drawing from a wide range of use cases and state-of-the-art assessment, the
paper demonstrates how synthetic data addresses long-standing challenges in
healthcare, such as data scarcity, regulatory barriers and underrepresentation,
while also enabling new forms of secure, scalable and ethically aligned
collaboration. The paper maps current capabilities to real-world applications
and identifies persistent research and policy gaps, from limited access to
representative seed data to uncertainties around legal governance,
benchmarking standards and sustainable regulated infrastructure.

To fully realise the potential of synthetic data, the paper proposes a coordinated
set of recommendations spanning regulation, scientific and technical
development, data governance and funding in the healthcare domain, many of
which are further applicable in other sectors. These include establishing shared
assessment benchmarks and sandboxes, developing multimodal and
explainable Al models, clarifying and advancing legal frameworks and policies
and investing in inclusive and privacy-enhancing technologies, as well as secure
federated data and learning ecosystems. The European funding programs
Horizon Europe, EU4Health and Digital Europe have a pivotal role to play in
supporting synthetic data initiatives that align with the European health equity
and innovation goals.

Together, these actions offer a strategic blueprint for embedding synthetic data
into the European digital health ecosystem and infrastructure—building more
inclusive, privacy-preserving and future-ready digital health systems.
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Introduction: The Urgency of Ethical Health Data Research
Collaboration & Innovation

Across global healthcare systems, data driven innovation remains constrained
by data silos, systemic fragmentation, ethical and regulatory concerns and a
lack of collaborative incentives. Despite the pressing need to tackle rare
diseases, expedite clinical trials, respond to the needs of an ageing population
and manage future public health emergencies, much of today’s health data
remains locked in institutional silos primarily due to the complexity of ethical
and legal aspects regarding data sharing. Opportunities for innovation, equity
and shared insight are lost before they begin.

Limits of Traditional Data Sharing

Initiatives like the European Health Data Space (EHDS) [1] and national data
hubs mark important progress toward more connected and interoperable
health systems. Yet, traditional data-sharing models continue to face
significant hurdles in practice. Health data remains fragmented across
organisations with differing legal frameworks, governance models and
technical standards, leading to inconsistent access, unclear ownership and
regulatory uncertainty, particularly around secondary use, i.e., for purposes
other than the original intent for which data was collected. Even when
collaboration is encouraged, liability concerns, divergent General Data
Protection Regulation (GDPR) [2] interpretations and lengthy ethics reviews
often cause delays or block progress. Technically, datasets are siloed, lack
standardised metadata and suffer from semantic misalignment, making
harmonisation difficult and costly. The result is not just inefficiency: research
efforts frequently overlook rare disease groups, underserved regions and
minority populations, reinforcing bias and slowing equitable innovation.
Despite the ambition of recent initiatives, many promising projects stall
because key data remains inaccessible when and where it is needed.
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The Cost of Inaction: Innovation, Equity and Collaboration at Risk

Without a fundamental shift in how health data is governed and shared,
healthcare systems risk falling behind in three critical areas. First, innovation
slows down as promising Al tools and digital health solutions are constrained
by limited access to high-quality, diverse datasets. Second, equity gaps widen
as underrepresented groups, such as those with rare diseases or living in
underserved regions, are not considered in research, Al model development
and health tech innovation. Third, collaboration stalls, with legal, ethical and
technical barriers continuing to prevent cross border, public private and multi-
institutional efforts from reaching scale. Addressing these challenges is
essential to unlocking the full potential of data-driven health innovation.

Persistent Challenges to Health Data Research Collaboration & Innovation

Health data sits across fragmented systems, hospitals, registries,
institutes,_insurers and platforms, each with different governance

Siloed Ecosystems structures and infrastructure and governed by different legal
contexts. This fragmentation blocks the discovery_of unified insights
and limits cross border innovation.

Institutions often avoid data sharing due to liability concerns,
reputational risk and complex legal requirements (e.g. GDPR, Data

Reluctance to Share Protection Impact Assessment (DPIA), informed consent for
primary/secondary use of data). Ethical approval processes can
delay or prevent access entirely.

Even when willing to collaborate, many stakeholders face
incompatible data formats, missing compliance to widely accepted

Interoperability Gaps metadata standards and taxonomy/semantic mismatches. These
issues hinder seamless heterogeneous data integration, slow down
research and restrict scalability.

Many real-world datasets underrepresent minority, rural and rare
disease populations, amplifying bias in Al tools and reinforcing
inequalities in care and innovation.

Lack of Equity &
Representation
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The Synthetic Data Opportunity: From Concept to
Ecosystem

To alleviate these barriers, synthetic data (SD) emerges as a high potential
enabler of ethical, inclusive and innovation-friendly data collaboration, due to
the mere fact that they can be more easily shared and used for different
purposes without the need to re-access real-world seed data.

What is Synthetic Data and How is It Generated?

SD [3]-[6] refers to artificially generated datasets that replicate the statistical
characteristics and structure of real-world data, across demographics,
modalities and clinical pathways, without exposing identifiable information. It is
not generated from individual patients but learned from underlying patterns
within real data across patients, enabling anonymised simulation of clinical
profiles, events and outcomes. It can be fully synthetic, entirely generated from
trained validated Al models without including any real data used in training, or
partially synthetic, when only sensitive variables are synthesised and thus
anonymised. The generation of synthetic data is powered by machine learning
methodologies, such as Generative Adversarial Networks (GANs) [7],
Variational Autoencoders (VAEs) [3] and Transformers [4], which are
appropriate for complex and heterogeneous data like EHRs. These approaches
aim to balance high fidelity (i.e., statistical similarity to real data) with privacy
protection.

Making use of SD is not about replacing real-world data, but about unlocking
access, dccelerating experimentation and building bridges between
stakeholders.

Why is Synthetic Data a Strategic Enabler?

Unlike traditional data proxies or anonymised real-world datasets, SD offers a
rare combination of technical utility and regulatory flexibility. This makes it
strategically valuable to health systems aiming to unlock innovation while
maintaining ethical and legal safeguards.
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Strategic Benefit of SD What it Enables

Enables ethical data sharing in sensitive domains (e.g.
Privacy-by-Design genomics, mental health) by ensuring data is effectively
de-identified and GDPR-compliant.

Fills gaps in real-world data by simulating rare events
and underrepresented groups, reducing Al bias and
improving fairness. As SD is measurement method
agnostic, it does not introduce relevant Al biases.

Bias Mitigation & Inclusion

Supports rapid prototyping and validation of digital tools
On Demand Generation in sandbox environments without waiting for real data
access.

Enables organisations to only and more easily share SD
while keeping real world data local, e.g. by adopting

No need to share Real World federated learning (FL) and Secure Multiparty

Data Computation (SMPC) approaches for SD generation.
This further enables seamless & faster cross-border
clinical research and health innovation.

The Synthetic Data Generation & Use Lifecycle

Trustworthy SD is not a standalone output but part of a broader ethical and
technology-driven ecosystem that starts with ethical data sourcing and
curation, , which is a vital step given the significant current lack of
data/semantic interoperability, continues with optimal synthetic data
generation and validation and ends with structured governance and sharing,
as shown in Figure 1 and detailed below. The lifecycle of SD generation & use is
not just only technical, but also ethical and operational. Each phase must
uphold privacy, utility and trust to deliver responsible health innovation at
scale.

Seed data: Begins with ensuring curated real-world datasets (e.g, EHRs,
imaging, medical sensor/device data) that are anonymised, harmonised and
sampled for clinical and demographic relevance [9][11]. Institutions retain
control, often via the use of secure federated data management environments
[12].

11



\,- BDV :sochio” SYNTHETIC DATA IN HEALTHCARE

12

A
— e AN
T Yor.
: 7 e
Seed Data Generation

Real-world datasets
are curated and
ethically governed

Models simulate
synthetic versions

Governance
= 1V
= )
O >
Sharin Validation & Utility

Data is distributed
through controlled
envirenments

Outputs are tested for
fidelity and privacy risk

Figure 1. The Synthetic Data Lifecycle: From Ethical Sourcing to Responsible
Reuse

Generation: Advanced models (e.g., GANs, Bayesian networks, Diffusion,
Foundational Models, triggered with emerging Agentic Al [9]) learn statistical
patterns from seed data without reproducing individual records in most cases.
Their training and inference functions could employ secure SMPC based FL
frameworks [13]-[15] when accessing distributed real-world data. Privacy
safeguards such as differential privacy (DP) ensure outputs are de-identified
[16][17].

Validation: SD is tested to confirm statistical and clinical fidelity, ensure privacy
and verify utility in realistic scenarios (e.g. disease modeling, treatment
response) [18]-[21].

Sharing: Synthetic datasets are shared through sandboxes, secure portals, or
research commons with clear licensing and access controls, balancing
openness with responsibility [22].

Governance: Continuous oversight ensures transparency, legal compliance
(e.g. GDPR, EHDS) and public trust. Inclusive governance involves patients,
regulators and data custodians in co-developing rules, audits and risk
management [23].
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Embedding Trust: Design and Governance Principles

To move from proof-of-concept to scalable use, SD ecosystems must be
anchored in quality, standards and inclusive governance [24].

Priority Areas

Strategic Action

Seed Data Quality

Standards &
Interoperability

Inclusive
Governance

Outcome-Oriented
Evaluation

SD is only as good as its source. Input datasets must
be curated, denoised, imputed and validated to
ensure clinical, demographic and contextual
relevance.

Data generation must follow widely used domain
taxonomies and standards (e.g., SNOMED CT [25], HL7
FHIR [26], OMOP CDM [27]) to ensure interoperability
with relevant initiatives, ecosystems and
infrastructures like EHDS.

Governance should include patients, custodians and
civil society to co-define norms for generation, access
and reuse. Promising models include SD commons,
ethical licensing and sandbox environments.

Success must be measured beyond data fidelity,
metrics should reflect public health impact, such as
improved diagnostic access, bias reduction and
system resilience.

13
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High Innovation Potential in Healthcare: Unlocking Value
with Synthetic Data

SD is rapidly transitioning from a privacy-preserving concept to a practical tool
for solving a number of the most persistent challenges in healthcare. By
replicating the statistical patterns of real-world data without compromising
patient privacy, SD offers a unique combination of clinical utility, regulatory
flexibility and ethical integrity. This section outlines eight strategic domains, as
shown in Figure 2, where SD is already delivering measurable value, while
expanding the frontier of what is possible in data-driven health systems.
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rich digital twins. gency : datasets. market.
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context specificity across earlier regulatory gt : : >-rich training 100l
domains. engagement, reliability and risk. scenarie-rich training tools.

Figure 2. Eight strategic domains where synthetic data delivers scalable,
inclusive and secure innovation in healthcare.

Virtual Patients: Enabling Personalised, Predictive Care

In the future, it is likely that patients will consult their clinicians alongside a
digital representation or a digital twin (DT) of themselves. This virtual model
offers an objective and understandable foundation to manage the patient’s
health, aimed both at specialised clinicians and at patients without any
medical training: it enables the tracking of the patients’ current health status,
identify gradual changes and help to manage major events. Virtual patients, or
DTs of patients, simulate individual health profiles by integrating data from
EHRs, wearables, patient-reported outcomes and synthetic datasets.
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These models enable real-time health monitoring, early alerts, prevention care
and personalised treatment strategies, allowing clinicians to automate routine
tasks and concentrate on complex decisions. SD plays a vital role in
constructing these models, which is particularly instrumental in rare disease
contexts where real data is scarce. By leveraging anatomical knowledge and
large-scale population trends, SD fills critical gaps and enhances model
accuracy without breaching patient privacy. These systems support proactive,
cost-effective care and help avoid unnecessary interventions, improving both
outcomes and patient engagement, as shown in Figure 3, left column. When
governed ethically, such as through secure FL and patient-informed consent,
virtual patients can also inform policy, advance research and promote
equitable care. However, transparency in model design and safeguards
against risks like data hallucination or model collapse are essential to ensure
responsible deployment.

Virtual Patient Tackling Data Scarcity Unlocking Data Sharing for
Data Sources & Bias Research & Innovation
= o il_, o Data Scarcity Real World Health Data
& I & (200 < | |
Elecironic  Wearable  Palient  ggjentific ; Emergency Barriers to Sharing
Health  Sensor Marrative  pata o Rare P'“"‘az"’e Response-Mass w —
Records Data iseases rocedures Casualties u e
+ Privacy Regulatory Data
1 Limited Real World Data Concemn Restrictions Ownership
nthetic Data Generation . \ - l
Synthetic Data Generation
1 Synthetic Data Generation
Virtual Patient Model : : l
1 e LT 2 R ekICHON Shareable Synthetic Data
¥ " ~ e
Benefits & Applications Benefits & Applications F:r “, \___j
E "_ . Clinical Cross Border Open Science
o= M l ‘? om— Research Sharing Initiatives
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Focused Care Healthcare Cost  Patlent Time with Realistic Healtheare Casuality Events
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®e MIN >d_f /f i Beod :
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Figure 3. Context, Benefits & Applications illustrated for the SD strategic
domains of Virtual Patients, Tackling Data Scarcity & Bias, Unlocking Data
Sharing for Research & Innovation.
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Tackling Data Scarcity and Bias in Critical Care Scenarios

SD proves especially valuable when real-world data sets are limited or hard to
obtain such as in rare diseases and emergency situations, as shown in Figure 3,
middle column. In rare conditions, SD enriches underrepresented cohorts and
enables the creation of virtual patients with unique clinical signatures, with the aim
in this case to augment data and improve diagnostic accuracy and treatment
planning of such patients. In mass casualty or emergency scenarios, it facilitates
the simulation of virtual victims, synthesising further trauma cases, complete with
time-series vital signs and intervention pathways at prehospital contexts,
differentiating in this way from virtual patients and disease cases and allowing Al
systems to learn from complex, data-poor situations, while augmenting data.

Addressing Ethical, Legal Using Synthetic Data to Timely Clinical
& Business Barriers Improve Al Fairness Trials
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Figure 4. Context, Benefits & Applications illustrated for the SD strategic
domains of Addressing Ethical, Legal & Business Barriers, Using Synthetic
Data to improve Al Fairness, Timely Clinical Trials.
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Unlocking Data Sharing for Research and Innovation

Because SD is anonymised and privacy-safe, it bypasses many regulatory
current hurdles that hinder real world data sharing. This makes it an ideal asset
for open science and cross-border research. Researchers can access scalable,
high-fidelity synthetic datasets without triggering GDPR or Health Insurance
Portability and Accountability Act (HIPAA) restrictions, accelerating
collaboration, reproducibility and innovation, as illustrated in Figure 3, right
column.

Addressing Ethical, Legal and Business Barriers

SD eliminates direct identifiers and reduces the re-identification risk, at the
extent possible according to privacy versus utility trade-offs and the used SDG
methods, thus enabling broader data utility while maintaining compliance with
data protection laws. For businesses, it supports rapid, low risk prototyping and
early validation of digital health solutions, accelerating time to market. It can
also be combined with real-world data using privacy-preserving techniques
like DP or secure FL to retain model utility without sacrificing security. Ethically,
SD facilitates inclusive research by simulating underrepresented populations,
aligning with frameworks such as Findable, Accessible, Interoperable, Reusable
(FAIR) and Collective Benefit, Authority to Control, Responsibility, Ethics (CARE).
Regulatory developments, including the Al Act [25] and Food and Drug
Administration (FDA) AI/ML Software as a Medical Device (SamD) [29]
regulations, have already begun to provide validation guidelines, underscoring
the need for strong governance, embedded fairness assessments and
strategic use of SD alongside real data. These multiple outcomes of the use of
synthetic data are illustrated in Figure 4, left column.

From Gaps to Gains: Using Synthetic Data to Improve Al Fairness

High-performing healthcare Al requires large, diverse and representative
datasets, something that real-world clinical data often fails to deliver. SD
closes these gaps by augmenting datasets with rare conditions, catering for
balanced class distributions and greater demographic variability.

17
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In fields like medical imaging, synthetic Magnetic Resonance Imaging (MRI) or
Computer Tomography (CT) scans expand sample diversity and reduce
underrepresentation. In distributed or Internet of Things (IoT)-enabled settings, it
generates user-specific data for training activity recognition systems, facilitating
in-home care while preserving privacy. Crucially, the targeted creation of edge
cases and minority subgroups strengthens fairness, reduces bias and improves
performance across all populations. The result is more accurate, equitable and
trustworthy Al systems, as shown in Figure 4, middle column.

Reimagining Clinical Trials with Synthetic Data

SD is reshaping clinical trials, making them more timely, efficient, inclusive and
patient-centric, as explained in Figure 4, right column. Its use is especially critical
in studies involving rare diseases, pediatric populations, or invasive procedures
where real data is limited. One of its key applications is the generation of
synthetic control arms, virtual cohorts that statistically mimic real populations,
reducing the need for placebo groups and minimising patient exposure to
ineffective treatments. Synthetic datasets also support trial simulations and in-
silico trials driven by DTs and generative Al, enabling researchers to refine
designs, stratify patients more effectively and project long-term outcomes
before live implementation. These capabilities enhance trial power, reduce costs
and shorten the path to regulatory engagement. Pre-labelled synthetic datasets
further improve labelling precision and trial efficiency, while modeling of rare and
complex scenarios supports algorithm validation and clinical decision-making.
Collectively, these innovations position SD as a foundation for next-generation
clinical research.

Advancing Reliability and Readiness of Al Systems with Synthetic Data

Before clinical deployment, Al-driven health technologies must be validated
under diverse and demanding scenarios, many of which are underrepresented in
real datasets. SD provides a safe, controllable environment to simulate rare
conditions, extreme cases and evolving disease trajectories.

This enables transparent evaluation of Al behaviour across varied conditions and
platforms, improving explainability, auditability and regulatory compliance.
Synthetic datasets can be replicated and modified for performance
benchmarking across different software and hardware environments, fostering
scalable, resilient and accountable Al systems ready for clinical use, as illustrated
in Figure 5.
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Figure 5. Context, Benefits & Applications illustrated for the SD strategic
domains of Advancing Reliability & Readiness of Al Systems and Medical
Training & Simulations.
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Training Tomorrow's Health Workforce

Training with real patient data is often restricted by privacy, legal and logistical
barriers. SD offers a privacy-safe, high-fidelity alternative for education and skill-
building across clinical, data science and informatics domains. Synthetic
datasets, as shown in Figure 5, right column, simulate real patient records and
clinical scenarios, enabling learners to engage in hands on training for diagnostic
interpretation, workflow testing and Al tool usage. Educators can use SD to
recreate rare or emergency conditions for simulation-based learning that mirrors
real-world complexity. Its adaptability makes it suitable for replicable, targeted
training across specialties and geographies, ensuring that the next generation of
health professionals is well-equipped for the demands of a digital, data-driven
healthcare system.

These use domains demonstrate that synthetic data is not
merely a workaround, it is a foundational asset for building
ethical, inclusive and efficient healthcare systems. By
enabling safer access, targeted experimentation and fair,
equitable participation, synthetic data helps healthcare

organisations move from constraint to capability and from
data protection to data activation.
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Real-World Use Cases: Mapping the Value of Synthetic
Data in Healthcare

SD is already addressing real-world challenges in clinical and research
settings. This section presents a set of indicative use cases that illustrate how it
is generated, why it is used and the barriers it helps overcome, highlighting
shared benefits, recurring challenges and its growing strategic role in
healthcare innovation.
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Use Case 1: Modelling Rare Hematological Diseases for Research
and Diagnosis

Synthetic data enables more equitable, secure and collaborative research on
rare blood disorders, bringing innovation within reach of patients and
healthcare systems alike.

summary

Key Benefits

Challenges &
Gaps

Target Users

Involved
Stakeholders

Relevant
Projects

Overall survival prediction (AML)
Treatment response prediction from clinical-genomic data (AML)
Genomic variants/disease phenotypes association (for SCD)

MRI feature-based prediction of brain vascular events (for SCD)

Hematological diseases, though individually rare, affect a substantial global
population and place significant pressure on healthcare systems. Despite ongoing
national and EU research efforts, data scarcity and fragmentation, as well as
existing data silos, continue to limit effective diagnosis and treatment, as in cases of
sickle cell disease (SCD) and acute myeloid leukemia (AML). To address these
challenges, cross-border data hubs are being established to enable GDPR-
compliant research and Al development. By using FL, SMPC and DP, synthetic
datasets can be created from multimodal clinical data while preserving patient
privacy. This privacy-centric framework connects clinical and computing centers to
produce SD that supports robust Al model training, global aggregation and real-
time prediction. These datasets must be validated for clinical relevance/fidelity,
statistical utility and residual privacy risk. Ethical and legal safeguards are essential,
including privacy-by-design principles and co-creation of trustworthy Al systems.

Expands privacy-safe, cross-border access to scarce rare disease data
Enhances data diversity and reduces bias in Al training
Builds transparency and performance confidence through rigorous design
Enables Al-driven predictions for survival, treatment and complications
Enables transparent, benchmarked validation frameworks

Simulates rare cases to enhance precision and fairness

Scientific/Technical Ethical/Clinical Regulatory

Need for FL and privacy-
enhancing technologies
(PETs)

Trade-offs between data
fidelity, utility and privacy
protection

Absence of standardised
frameworks for SD quality
validation and
benchmarking

Lengthy processes for
ethical approvals, seed
data access and informed
consent

Variability in seed data
formats, missing values
and context-specific seed
data definitions

Concerns about re-
identification, consent
scope and trust in

synthetic data

Clinicians, patients, data scientists, Al developers

Complexities of GDPR
compliance and cross-
border data governance
Emerging obligations
under the EU Al Act and
EHDS

Lack of clear policies on
synthetic data ownership,
liability and the use of SD
in  clinical  decision-
making

Clinicians, Al developers, data scientists, data privacy experts, policymakers and

research community

Horizon Europe SYNTHEMA project
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Use Case 2: Synthetic Data to Advance Epilepsy Surgery

Synthetic intraoperative electrocorticography (ioECoG) data enables safer,
more accurate localisation of epileptic zones, enhancing Al model training,
clinical decision-making and privacy-compliant innovation in epilepsy care.

Epilepsy affects over 50 million people globally, with nearly one-third of patients
remaining resistant to medication. In severe cases, surgical intervention guided by
iOECOG helps localise and remove seizure-generating brain tissue. However, real
ioEC0oG datasets are limited due to the invasiveness and complexity of recording
procedures. This limits the performance and generalisability of Al models used to
map epileptic zones. Synthetic ioECoG data offers a powerful solution; enabling
scalable, privacy-safe simulation of complex neural signals that improve
diagnostic accuracy, support training and reduce reliance on invasive procedures.
It also opens the door for better predictive modelling of surgical outcomes and
non-invasive diagnostics.

summary

Training Al models to distinguish between healthy and epileptic brain signals
Simulating surgical scenarios and predicting patient outcomes

Supporting research in non-invasive, privacy compliant diagnostic tools
Enhancing algorithm robustness for rare or complex epilepsy cases

Expands access to high-quality datasets without patient risk
Enhances Al accuracy through balanced, representative simulations
Key Benefits Enables transparent, benchmarked validation frameworks
Simulates rare cases to enhance precision and fairness

Builds trust via explainable, context-aware data generation

Scientific/Technical Ethical/Clinical Regulatory

Difficult to replicate the SD may miss clinical

physiological complexity nuances in rare or Lack of regulatory clarity
of real ioECoG signals atypical epilepsy cases on SD use in diagnostics
Risk of bias or overfitting if Low trust in Al tools and surgery.

synthetic signals reflect trained on non- real Unclear accountability if Al

Challenges & flaws in source data data models trained on SD
Gaps SD validation methods Consent and  misguide clinical action
are not yet standardised representation issues Variability in standards

High computational cost when real patient data across jurisdictions (GDPR,
for generating large, used to generate  HIPAA, etc.)
realistic datasets synthetic variants

Neurologists, heurosurgeons, clinical researchers, Al developers, medical device
companies

Target Users

Involved

Hospitals, Al developers, academic institutions, technology firms, ethics boards
Stakeholders

Relevant

X Horizon Europe AISym4MED project
Projects
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ASSOCIATION

Use Case 3:

SYNTHETIC DATA IN HEALTHCARE

Enhancing Neurological Disorder Assessment with

Synthetic MRI Data

Synthetic MRI data enhances Al-driven diagnostics for neurological disorders,
improving accuracy and innovation in clinical assessment.

Key Benefits

Challenges &
Gaps

Target Users

Involved
Stakeholders

Relevant
Projects

Modern Al tools hold promises for detecting and assessing neurological disorders
caused by tumors, traumatic injuries, or neurodegenerative conditions such as
Alzheimer’s disease. Yet these models require large, diverse datasets of both
healthy and affected brain MRIs, resources that are typically scarce, restricted to
clinical use, or insufficiently labelled. SD offers a privacy-safe way to generate
realistic, high-resolution 3D brain images, helping fill data gaps and improve the
reliability of Al-powered diagnostics. However, ensuring the clinical utility, diversity
and privacy compliance of these synthetic datasets remains a key challenge.

Indicative use cases of SD for advancing diagnostic accuracy and assessment of
neurological disorders include tumor classification and impact analysis, traumatic
injury severity analysis and Alzheimer’s disease detection and progression.

Enables privacy-safe, high-resolution Al training

Expands access to clinically realistic brain images

Supports simulation of edge cases and uncommon clinical presentations
Enhances diversity and generalisability in model development

Scientific/Technical Ethical/Clinical Regulatory

Most generation methods are 2D-based; Access to well-

3D MRI synthesis risks discontinuities. labeled, high-quality

High-quality 3D SD is hard to generate MRI data for clinical

from limited real samples use is limited Ownership
High-resolution image generation = Risk of privacy and IP rights
demands intensive computational power  leakage from for synthetic
No standard exists for evaluating image synthetic images if datasets
quality, realism, or dataset coverage poorly generated. remain
Synthetic images too similar to real ones Clinical validity of unclear.
may compromise patient privacy synthetic data for

The field evolves rapidly, lacking stable intended diagnostic

benchmarks and methods use must be proven.

Al developers (medical image analysis), clinicians (radiologist, neurologist,
neurosurgeon)

Clinicians (radiologist, neurologist, neurosurgeon), Al developers (medical image

analysis), data privacy experts, Information and Communication Technology (ICT)
providers and research community

Eureka Cluster Program ITEA4-IVVES project
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Use Case 4: Enabling Emergency Preparedness with Synthetic
Data for Mass Casualty Incidents

Synthetic data enables Al-driven decision support for mass casualty response,
enhancing emergency preparedness and clinical coordination in data-scarce
crisis settings.

Mass casualty incidents (MCls) are rare but highly disruptive, requiring rapid,
coordinated medical responses. Real-world data on such events is limited due to
their infrequency, complexity and sensitivity, hindering the development of Al tools
that can guide timely triage, treatment and evacuation decisions. SD fills this gap
by simulating realistic victim scenarios, enabling model training and team
preparedness without compromising privacy. This improves prehospital care,
strengthens decision-making under pressure and supports cross-organisational
collaboration. While SD helps address critical data gaps, ensuring its realism,
clinical relevance and regulatory alignment remains a key challenge for
deployment at scale.

summary

Training Al-powered tools for continuous triage, treatment prioritisation and
hospital dispatch

Simulating diverse emergency scenarios to support multi-agency collaboration
and training

Modeling victim deterioration for early intervention guidance

Enables privacy-safe training with realistic, high-fidelity synthetic datasets
Simulates diverse scenarios and personalised clinical responses

Key Benefits Mitigates legal exposure through anonymised synthetic data

Powers real-time decision support for critical prehospital interventions
Enables cross-agency preparedness through common training datasets

Scientific/Technical Ethical/Clinical Regulatory

Requires contextual medical

Scarcity of prehospital seed expertise for clinicall Lack of
data due to event rarity and P . . Y regulatory
s meaningful  synthetic data ’

variability. eneration guidance on

Complex simulation of victim goncerns around data sharin SD use in life-

deterioration and diverse injury : . 9 saving

types trust in synthetic data and interventions
el Computational and modeling ZLrjrlwteurrqtlanc Griigsgzss n Alignment
Gaps complexity for creating scalable gency ag o . with GDPR, Al

. Necessity of prior patient

and context-rich datasets. consent and obublic trust in Act and

Difficulty ensuring continuous data collection (FJI)urin MCls health data

accuracy and realism as real- L 9 ' regulations

) Varying incident types and use .
world data and scenarios remains

cases increase the model
evolve. . . unclear.
design complexity

Emergency medical teams, civil protection units, policy makers, Al developers
(emergency response systems)

Target Users

Involved First responder organisations, health authorities, Al developers, ICT and simulation
Stakeholders providers, civil society organisations

Relevant H2020 NIGHTINGALE Project
Projects SNS TrialsNet Project
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Use Case 5: Creating Synthetic Control Arms for Smarter Clinical Trials

Synthetic control arms offer a faster, more ethical and data-driven alternative
to traditional control groups, accelerating trial timelines and improving patient
inclusion, especially in rare and complex diseases.

Traditional randomised clinical trials require control groups that often expose
patients to placebos or standard treatments with limited benefit. Synthetic control
arms use retrospective patient data to simulate these groups, reducing
recruitment barriers and ethical concerns. With Al, multimodal data such as omics
(i.e, datasets generated from various fields of biological study that end in -omics,
summary like genomics), imaging and clinical records can now be used to generate high-
quality synthetic cohorts that reflect standard-of-care outcomes. This approach is
especially valuable in rare disease trials and oncology, where patient
heterogeneity and trial complexity are high. Regulatory interest in this approach is
growing, though challenges around data quality, model robustness and privacy
remain.

Rare disease trials with limited eligible participants

Oncology trials using omics-driven eligibility criteria

Clinical studies require multimodal data integration (omics, pathology, imaging,
clinical)

Offers ethical, synthetic alternatives to traditional control groups

Supports robust, Al-driven patient cohort modeling

Facilitates integration of omics, imaging, pathology and clinical records

Reduces patient burden and supports trial designs with greater inclusion and
transparency

Accelerates timelines and lowers cost via data reuse and automation

Scientific/Technical Ethical/Clinical Regulatory

Real-world seed data is Use of sensitive seed

Key Benefits

often incomplete, noisy, data (e.g.  omics)
or inconsistently requires strict privacy Recognition of synthetic
formatted controls control arms is increasing,
Challenges & Al methods for  Ensurin linical  but latory f k
g clinica ut regulatory frameworks
Gaps multimodal data = credibility and for validation and
generation remain reproducibility of reliability are still evolving
experimental and require synthetic cohorts s
further validation. essential
Target Users Pharmaceutical and biotech companies, clinical trial designers
Involved Regulators, Al developers, researchers, digital health companies (e.g., Exploristics,

Stakeholders InsilicoTrials)

Relevant
Projects

N/A
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Use Case 6: Synthetic Data for Ethical and Scalable Health & Wellbeing
Research

Synthetic data enables privacy-safe, high-quality research in health and well-
being by replicating real-world insights without compromising sensitive
personal information.

Privacy concerns and strict regulations often limit access to real-world health and
well-being data, hindering research collaboration and innovation. Living Labs offer
rich behavioral and physiological insights, yet sharing this data externally remains
a challenge. SD provides a promising solution by replicating the statistical
properties of real datasets without compromising individual privacy. This use case
Summary demonstrates how privacy-preserving SD can be used for analysis, model
development and remote validation across distributed Living Lab nodes. Supported
by centralised metadata generation, data access management and persistent
identifiers, the approach enables ethical, scalable research. Ongoing pilots across
sectors—from health to mobility—aim to further validate and adapt SD
technologies for broader, cross-disciplinary impact.

Remote execution of research Al models on synthetic proxies of real datasets
Cross-sectoral studies (e.g., health, mobility, environment)

Metadata automation and centralised access management via Research Analysis
Identifiers (RAI)

Allows secure, shareable datasets that preserve anonymity
Enables controlled, ethical model testing and validation
Drives technology maturation and cross-domain application
Supports federated research via Living Lab-hosted nodes

Scientific/Technical Ethical/Clinical Regulatory

Limited synthetic
generation  capabilities
for non-tabular seed data
Difficulty in automating
model  selection and
Challenges & retraining

Gaps Lack of benchmarks for
data quality and privacy
metrics.

Integration with existing
data collection pipelines
remains complex.

Key Benefits

Risk of bias propagation Absence of unified
in synthetic proxies. standards  for  privacy
Uncontrolled use of guarantees, Al security
synthetic datasets for and responsible sharing of
non-ethical purposes SD

Target Users Academic researchers, data scientists and Al developers

Involved
Stakeholders

Living Labs, technology providers, data privacy officers, policy makers, EU regulators

Relevant H2020 VITALISE (Health & Wellbeing_living labs)
Projects HE EOSC RAISE (Pilot in Health)
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Use Case 7: Monitoring Elderly Wellbeing at Home Using Synthetic Data

Synthetic Activities of Daily Living (ADLs) enables personalised, privacy-safe
monitoring to support elderly wellbeing in smart home environments.

The growing need to support ageing populations calls for intelligent, privacy-
preserving home monitoring. SD enables the training of decentralised Al models for
recognising ADLs in elderly individuals, without compromising personal privacy. By
simulating realistic, user-specific behavior patterns from loT and smart devices,
these synthetic datasets support Al systems tailored to diverse living environments.
Leveraging edge computing and FL, this approach ensures sensitive data remains
local while enabling accurate activity detection, early intervention and better
quality of life for elderly individuals at home.

Summary

SD allows in-home Al systems to detect and respond to elderly behavior patterns
while respecting personal privacy

Addressing data scarcity and bias by enabling availability of data of appropriate
Key Benefits quality and volume
Enables privacy-preserving and ethical training and testing of Al models for ADL

Scientific/Technical Ethical/Clinical Regulatory

Massive decentralisation

and diversity of real-

world data

Interoperability with

diverse loT environments Use of sensitive personal
Challenges & for real world data seed data in homes
Gaps collection requires strict privacy
Real world data volume controls

Compliance to GDPR and
national data protection
regulations for seed data
access

Compliance to Al Act for
SD generation for decision

. . support
onol . quality issues for Need for Regulated
training Al models
Infrastructure

Real world data drift in
non-stationary problems

Elderly individuals and family members, care providers, occupational therapists
and home-based healthcare workers

Target Users

Involved Al developers, smart home solution providers, health and social service
Stakeholders administrators, researchers (robotics, human-computer interaction, gerontology)

Relevant EIAROB
Projects HOMETEC
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Use Case 8: Transforming Medical Training via Synthetic, Privacy-Safe Data

Synthetic data enables hands-on, privacy-safe medical training by expanding

access to realistic clinical case simulations.

summary

Key Benefits

Challenges &
Gaps

Target Users

Involved
Stakeholders

Relevant
Projects

Medical education depends on access to diverse clinical cases to support
experiential learning for healthcare professionals. However, privacy concerns and
limited real world data availability often restrict data sharing across institutions
and borders. SD offers a scalable, GDPR-compliant solution by generating
anonymised, high-fidelity patient cases that replicate real-world scenarios. These
datasets allow doctors and trainees to explore a wide range of clinical patterns,
interventions and outcomes without risking patient privacy. This fosters better
decision-making and prepares healthcare professionals to manage complex
cases with confidence, while promoting cross-border collaboration in medical

training.

SD generated across clinical sites enables secure cross-border collaboration,
expanding access to redlistic training resources for medical students, doctors and

healthcare professionals.

Enables access to large volumes of realistic, privacy-compliant data
Facilitates experiential education without risking patient privacy
Enhances learning through exposure to millions of diverse, anonymised medical

data and contexts

Scientific/Technical Ethical/Clinical Regulatory

Current SD models are
not tailored to clinical
training.

Insufficient methods to
assess model privacy or
data leakage risks.
Limited benchmarks to
evaluate clinical
relevance of synthetic
datasets.

provides.

Barriers to real world
data  sharing (eg.,
ethical approvals, data
sharing agreements,
DPIAs)

Institutional reluctance
to share real world
clinical data for
education and Al
training.

Bias and inconsistency
across datasets of
different institutions.

Horizon Europe SECURED project

Cross-border data use
must comply with multiple
legal frameworks

No specific regulation on
SD standards for
anonymisation or quality
assessment

Data minimisation and
sensitivity (e.g. genetics)
complicate training data
definition

Medical student, healthcare professionals, medical researchers

Hospitals, universities, Al developers, data privacy experts, training platform
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Unlocking Impact: Insights on Synthetic Data in Cross
Domain Healthcare Use Cases

This section distills insights on shared benefits, common gaps and challenges
across the healthcare domains addressed by the use cases presented above,
highlighting how SD advances clinical research and innovation. It analyses
recurring technological, ethical, clinical and regulatory aspects in the process
of both generating but also using SD, while emphasising the strategic value SD
provides across domains, from rare diseases (Use Case 1) to elderly care (Use
Case 7) and medical education (Use Case 8). Across the eight presented use
cases, SD demonstrates a remarkable ability to address critical needs, from
empowering DTs of patients and enhancing clinical trials to addressing data
scarcity and enabling bias mitigation, secure data sharing and next-
generation medical education. The elaborated use cases do not exist in
isolation; rather, they form a web of application areas that align with the
already identified eight core domains in which SD delivers strategic value, as
shown in Table 1.

Strategic Domain

Virtual Patients: Enabling Personalised, Predictive
9 v v v
Care
Tackling Data Scarcity and Bias in Critical Care
2 Y VARV RV AN ARV v
Scenarios
Unlocking Data Sharing for Research and
9 o v VARV v v
Innovation
Addressing Ethical, Legal and Business Barriers v v v v
From Gaps to Gains: Using Synthetic Data to
e 9% VARV RNV AN ARV v
Improve Al Fairness
Reimagining Clinical Trials with Synthetic Data v
Advancing Reliability and Readiness of Al VARV, v,
Systems with Synthetic Data
Training Tomorrow’s Health Workforce v v v

Table 1. Mapping uses cases across the Synthetic Data Strategic Domains
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The mapping of use cases reveals that certain strategic domains, particularly
Tackling Data Scarcity and Bias and Addressing Ethical, Legal and Business
Barriers, cut across nearly all use cases. This underscores the synthetic data
foundational role in expanding data access, addressing under-representation
and accelerating safe and inclusive innovation. More targeted domains, such
as Virtual Patients and Clinical Trials Innovation or Training Tomorrow’s Health
Workforce, play equally vital roles. For instance, applications like rare
hematological disease modeling (Use Case 1) and synthetic control arms in
clinical trials (Use Case 5) demonstrate how synthetic data enables both
predictive care and experimental validation without compromising patient
privacy. Meanwhile, six use cases, from rare diseases to emergency triage,
clinical trials and medical training (Use Cases 1-5 and 8), reflect the strategic
importance of fairness-focused data generation to fill gaps in clinical coverage
and demographic representation. Use cases like rare diseases (Use Case 1),
epilepsy surgery (Use Case 2) and wellbeing monitoring in Living Labs (Use
Case 6) highlight the SD growing role in Privacy-Respecting Research and
Innovation, lowering ethical, legal and business barriers to data access,
fostering cross-institutional R&D collaboration and aligning with evolving legal
and ethical standards. Similarly, use cases such as mass casualty simulations
(Use Case 4) and Al-powered epilepsy diagnostics (Use Case 2) illustrate the
importance of Advancing Reliability and Readiness of Al Systems, where
synthetic datasets enable robust testing under edge-case or high-risk
conditions. Finally, Training Tomorrow’'s Health Workforce surfaces in
education-focused use cases (Use Case 8), where SD supports hands-on,
privacy-safe learning, fromm medical schools to smart homes, democratising
access to clinical knowledge in increasing digital care settings. Overall, the
matrix reveals the SD emerging role as a foundational tool for scalable, secure
and inclusive healthcare innovation.

31
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Critical Gaps and Challenges in Synthetic Health Data
Research

Despite growing adoption and experimentation, the field of synthetic health
data continues to face a number of critical research, policy and infrastructure
gaps. These gaps hinder the safe, equitable and scalable integration of SD
across the healthcare value chain. The following points outline the most
pressing gaps and challenges identified across literature and the presented
use cases:

Clinical Data and Al Model Development for Synthetic Data Generation

Limited Access to Real-World Quality Seed Data: High-quality, representative
real-world data of adequate volume is essential to SD generators. Yet in many
settings such data remains fragmented, imbalanced, noisy/incomplete or
inaccessible due to ethical, legal, business or technical barriers.

Lack of Common Assessment and Benchmarking Frameworks: There is no
standardised or commonly agreed set of metrics or formal evaluation
frameworks to assess the quality in terms of fidelity, privacy and clinical utility
of synthetic datasets for their intended use, as such metrics cannot be
objectively measured without context-specific benchmarks. This gap impairs
trust, reliability and regulatory readiness.

Underdevelopment of Multimodal and Cross-Domain Synthesis: Current Al
approaches are optimised for specific data types (e.g., tabular EHR or static
images), but lack capacity for generating longitudinal, multimodal datasets
(e.g. integrating imaging, sensor, genomic and clinical data). The inability to
simulate complex patient trajectories limits real-world impact.

Inadequate Model Accuracy, Explainability and Interpretability: Many SD
generators remain opaque in how data distributions are learned and
replicated. Existing SD generators are not sufficiently tailored for medical
contexts, which limits their ability to produce data that is representative and
useful for healthcare applications. This constrains transparency, validation and
auditability, particularly in regulated or clinical applications.
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Lack of acceptance and trust in Al by clinical stakeholders: Reluctance often
stems from the stringent provisions of the Al Act, which emphasise compliance
and ethical considerations. Additionally, cultural resistance among end users,
as to how supportive the technology is, can limit innovation. Clinical
stakeholders are often skeptical regarding the clinical reliability of synthetic
data and may question the accuracy of insights derived from Al models
trained on synthetic data.

Where Synthetic Data Struggles Most: Shared Challenges

Across the Domains

Despite growing momentum, synthetic data solutions consistently face

friction at the intersection of technology, ethics and regulation.
From the high computational burden of multimodal synthetic data
generation to trust gaps in clinical deployment, these issues signal the

urgent need for systemic coordination.

Strategic guidance, harmonised standards and ethical governance are

no longer optional, they are prerequisites for scale and impact.

Governance and Legal Ambiguities

Unclear Data Ownership and Exploitation Rights: There is no legal consensus
on the ownership of SD, especially when derived from seed data pooled across
multiple clinical institutions. Questions of attribution, reuse and monetisation
remain unresolved.

Absence of Fit-for-Purpose Data Governance Structures: Trusted
intermediaries and federated data infrastructures for sharing, cataloguing and
validating SD remain underdeveloped. Without such systems, large-scale
collaboration and transparency are difficult to achieve.

33
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Gaps in Data Sharing Agreements: Existing legal instruments and informed
consent mechanisms are often incompatible with the scale and flexibility
synthetic data demands. There is the need for standardised clauses and
agreements that address secondary use, cross-border access and risk-
sharing for SD generation purposes.

Infrastructure, Regulatory and Policy Gaps

Lack of Regulatory Sandboxes and Testbeds: Few jurisdictions offer structured,
compliant environments for testing synthetic data in clinical or cross-border
contexts, catering for compliance assessment to applicable regulations of the
developed models. This slows down experimentation, validation and
responsible adoption, particularly for early-stage innovation.

Limited Support for Cross-Border Collaboration: Despite the progress towards
the EHDS, regulatory and operational barriers continue to prevent seamless
data access across national systems. This stifles the development of SD
models trained on diverse, representative populations.

Insufficient Funding for Scalable Innovation: Large-scale, multi-stakeholder
efforts to develop SD generation engines tuned to local health system needs
remain underfunded. Targeted investment is required to build trustworthy
engines that address structural bias and regional diversity.

Scientific, Technical and Security Gaps

Lack of Research on Privacy Guarantee Composition: There is limited
understanding of how privacy guarantees (e.g., DP parameters) accumulate
across SD pipelines. This makes it difficult to assess cumulative privacy risks in
complex systems and augments the fear of re-identification and the privacy
concerns of clinical stakeholders who become reluctant to collaborate.

Gaps in Post-Quantum Security Readiness: Emerging SD architectures are not
yet designed to withstand forthcoming quantum computing threats. Research
into quantum-resilient Privacy Enhancing Technologies (PETs) for synthetic
data generation is currently minimal.
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Usability Constraints: Most privacy-enhancing technologies remain difficult
for non-specialists to implement. Thus, usability constraints limit broader
adoption of SD in clinical, industry/SME and academic settings.

A complete comparative analysis of the identified scientific/technical,
clinical/ethical & regulatory gaps and challenges across the eight studied use
cases, is summarised in Table 2, Table 3 and Table 4 respectively. The
definitions of the presented challenges/gaps in these Tables are provided in
Annex | — Definitions of Identified Gaps & Challenges.

Scientific/Technical Gaps & Challenges

Al For Scarce Seed Data

Data Governance Gaps Among Multiple
Stakeholders

Privacy, Security and Data Protection

Lack Of Metrics and Benchmarking Framework for
Target Use
Testing and Experimentation Provisions

Synthetic Data Quality, Realism and Accuracy
Limitations

Al maturity for Synthetic Data Generation
Operationalisation of Al for Synthetic Data
Generation

Reliability of Clinical Decision Support Systems

Table 2. Scientific/Technical gaps and challenges across use cases
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Ethical & Clinical Gaps & Challenges

Ethical Process for Seed Data Access
Anonymisation vs. Fidelity/Utility Trade-offs

3 4 5 6 7 8

v v | Vv

Reluctance to Share, Fear of Re-Identification
«

Cross-Site Clinical Data Collection/

KL KL K LK«
{
AN
AN

Representation

Lack Of Acceptance and Trust v v v

Table 3. Ethical and clinical gaps and challenges across use cases

Challenges I 2 3 a 5 6 7 8

2RE

o .
Z);r:;:ztcilcnizga(;vsvnership and Business v, v, v,
SGtZﬁerdS;/nthetic Data Reliability and Evaluation v, VARV, v,
Gaps in Accountability for Use of Synthetic Data VARV, v,

in Decision Support Systems

Table 4. Regulatory and standardisation gaps and challenges across use cases
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Recommendations for Scaling Synthetic Data in Health
Innovation & Beyond

Realising the transformative potential of synthetic data in healthcare will
require coordinated action across regulation, technology, ethics and
ecosystem development. The following recommendations present a
consolidated roadmap for responsible, scalable and high-impact synthetic
data adoption.

The foundational need is to strengthen access to high-quality, real-world
seed data. Synthetic models are only as robust as the data they learn from. Yet,
in many domains, particularly those involving rare diseases or vulnerable
populations, real-world datasets remain fragmented or inaccessible.
Investments in secure federated, privacy-preserving data management
infrastructures across multiple data providers, along with adopting secure FL,
are essential to enable secure data access and ethical and significantly bias-
free SD generation across borders. Simultaneously, efforts must support the
creation of “synthetic-ready” real-world datasets, as well as “Al-ready”
synthetic datasets, that are accessible, complete, noise and bias-free and
semantically interoperable, aligning with existing widely adopted data
standards (e.g, SNOMED CT, HL7 FHIR, OMOP CDM) to ensure cross-system
consistency.

Building trust also depends on the definition and adoption of shared
assessment frameworks, benchmarks and standards. The field currently
lacks universal evaluation frameworks for assessing fidelity, privacy and utility
of SD and of DTs of patients for the same or even across use contexts. Co-
developed benchmarks, particularly in high-impact areas such as rare
diseases, oncology or neurology, need to be developed in standardised form to
enable regulatory readiness. Open benchmarking platforms can foster
transparency, comparability and clinical relevance and trust.

Building clinical stakeholders confidence requires transparent validation
processes, robust evidence of efficacy and continuous engagement with
clinicians and end users to address their concerns and demonstrate the
tangible benefits of synthetic data in healthcare.
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Advancing scientific and technical capabilities of Al-driven SD generation is
equally vital. Current Al-driven synthetic data generation methods often focus
on single data types, limiting their usefulness. Future models should integrate
multimodal inputs, such as time-series vitals, genomics, imaging and clinical
notes, while also improving explainability. Hybrid approaches that combine
deep generative models with privacy-preserving methods like FL, DP or SMPC
can enhance both realism and privacy in sensitive applications.

Clarifying data ownership and governance is another priority. Legal
ambiguity persists around rights to SD, especially when it is generated from
pooled, multi-institutional sources. Policymakers must define attribution and
reuse rights across research, validation and commercial contexts. Trusted
intermediaries at national or EU levels could support governance by overseeing
consent, cataloguing data assets and ensuring equitable reuse. Effective
governance is essential to foster trust and cooperation among parties,
facilitating the seamless integration and utilisation of SD.

Advent of European Data Union Strategy: setting the ground
and widening the scope of Synthetic Data

Triggered by the newly introduced European Data Union Strategy [30], it
becomes evident that synthetic data brings significant value and
impact to a multitude of other domains spanning from manufacturing to
mobility and transport, energy or public services.

This is because synthetic data addresses a series of the Strategy key
objectives:

@ more open, easily accessible, privacy-safe, bias-free and wider synthetic data

availability, accessibilit and sharing across systems and stakeholders to boost

collaboration, research and innovation.

@ ensuring desired quality and volume to train robust, fair and reliable Al

applications

@ better addressing EU's data regulatory landscape to facilitate cross border

data flows.

BDVA [31], with the support of many of its Task Forces, including the
Healthcare Task Force [32], has already responded with recommendations,
including relevant ones pertaining to synthetic data, to the public
consultation on the European Data Union Strategy, to maximse their impact.
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Legal instruments should also evolve. Standard informed consent forms and
data sharing agreements are rarely equipped to cover the cross-border and
multi-use nature use purposes of SD. SD-specific clauses are needed to define
liability, enable collaborative reuse and protect patient rights. This will improve
legal certainty and foster ethically grounded partnerships.

Meanwhile, regulatory sandboxes and real-world testbeds are critical for safe
experimentation. Co-designed with regulators, clinicians and researchers,
these environments would enable early validation of clinical trials, digital twins,
or diagnostic tools. Federated testbeds and Living Lab infrastructures can
further support responsible cross-border experimentation. Privacy and security
aspects remain foundational. Ensuring compliance involves establishing robust
data governance frameworks, conducting regular audits and fostering
transparency to build trust among stakeholders and effectively leverage SD
while safeguarding patient privacy and ensuring adherence to legal standards.

Privacy-enhancing technologies must be further developed for usability,
scalability and post-quantum resilience. Composable privacy frameworks are
needed to assess cumulative risks across SD generation pipelines, while
accessible PET tools will help broaden adoption in clinical and SME settings.

Finally, success depends on sustainable funding and viable business models.
Although momentum is growing, the ecosystem still lacks adequate
investment, particularly for initiatives addressing structural bias, equity and
regional diversity. EU-level programs such as Horizon Europe, EU4Health and
Digital Europe could play a strategic role by supporting targeted SD missions
aligned with public health priorities. Emerging models like “Data Generation as
a Service” along with open-source toolkits and modular platforms, offer
scalable pathways for broader access. Moving from pilot to practice will
require coordinated public-private partnerships and mission-driven funding to
ensure impact and long-term sustainability.

Together, these actions provide a strategic foundation for embedding
synthetic data into Europe’s digital health ecosystem, supporting systems
that are more equitable, fair, privacy-preserving and innovation-ready.
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Annex | - Definitions of Identified Gaps & Challenges

The following Tables outline the definition of each one of the identified gaps &
challenges in generating and using SD in healthcare.

Scientific/
Technical Gaps
& Challenges

Seed Data
Volume and

Quality

Need for
Distributed Data
Access and
Federated Al For
Scarce Seed Data

Need for
Infrastructure and
Compute Power

Lack of Data and
Systems
Interoperability

Data Governance
Gaps Among
Multiple
Stakeholders

Definition

The volume and quality of seed data are crucial in order to achieve
accurate and SD generation. Access to data is often challenged by
scarcity, e.g. in rare diseases, leading to difficulties in obtaining sufficient
training data. In addition, seed data is frequently noisy and incomplete,
negatively impacting their quality, necessitating processes like
denoising, imputation, harmonisation and standardised description to
enhance its utility.

Scarcity of seed data is a significant problem for Al. To guarantee
appropriate volume and quality of seed data and to reduce population
biases, distributed data access and management from multiple data
providers is required, along with adopting secure FL approaches for SD
generation model training, since sensitive health data must not migrate
to third party platforms, while fully anonymised data loses significant
information for analysis.

The need for infrastructure and compute power in clinical data
management is critical to address the computational demands of
generating, for example, high-resolution synthetic 3D images.
Furthermore, scalability challenges arise when producing large-scale,
high-quality SD, as this process demands significant computational
resources and time. Clinical data holders are called to address such
infrastructure and compute power needs to effectively manage the
demanding computational requirements for local SD generation (as
seed data reside at the clinical data holder site).

In scenarios of care provision, a lack of data and systems
interoperability significantly impacts the use of SD, primarily due to the
massively distributed architecture often involved for access to seed
data. Achieving effective interoperability is crucial for leveraging SD to
enhance healthcare delivery.

The generation of SD in healthcare necessitates robust data
governance structures, especially among multiple stakeholders such as
clinical and ICT solution providers, since clear such governance
frameworks defining roles and responsibilities among multiple
stakeholders for the generation and use of SD are not yet fully
established.
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Privacy, Security
and Data
Protection

Lack Of Metrics
and
Benchmarking
Framework for
Target Use

Testing and
Experimentation
Provisions

Synthetic Data
Quality, Realism
and Accuracy
Limitations

Al maturity for
Synthetic Data
Generation

SYNTHETIC DATA IN HEALTHCARE

In the realm of Al model training, privacy and data protection are
paramount due to the sensitive nature of health data. Privacy-
enhancing technologies and robust security measures are critical to
safeguarding access and use of seed data, with DP and SMPC protocols
serving as effective methods to mitigate such risks. Furthermore, Al
models are not always adequately assessed for vulnerabilities, such as
inference attacks, which could lead to unintended leakage of personal
information. Ensuring comprehensive data protection also necessitates
rigorous anonymisation processes and secure communication channels
to prevent unauthorised access and maintain confidentiality of data.

The lack of metrics and a robust evaluation or benchmarking framework
for the target use of SD poses significant challenges in assessing
synthetic data quality, particularly in healthcare, along with fidelity, utility
and privacy trade-offs, as these elements cannot be objectively
measured without context-specific benchmarks. Methods to validate SD
against real clinical data are not always well-established, making it hard
to gauge how useful or reliable the synthetic data is.

As with the infrastructure and compute power needs to manage data
and train SD generation algorithms, relevant testing and
experimentation provisions are necessary for further evaluating the
trained models and the resulting SD objectively against a commonly
agreed set of metrics for the intended use. Although TEFs have been
established for similar purposes in target domains, including Health,
these did not consider the specific needs on evaluation methods and
testing tools for synthetic data.

The quality of SD is highly dependent on the quality of real-world seed
data used in the SD generation process; any flaws or incompleteness in
the latter can propagate into the synthetic data, potentially
compromising their usefulness and reliability in practical applications.
Additionally, the generation of 3D data faces significant challenges due
to the predominance of methods initially designed for 2D data, which
can result in through-plane discontinuities. SD often faces realism and
accuracy limitations due to its inability to fully capture the complexity
and nuances present in real-world data, which can lead to Al models
that perform inadequately in practical applications.

The maturity of Al methods for SD generation is still evolving as new
approaches continue to emerge. While multimodal Al approaches are
gaining traction in academic research, designing algorithms capable of
accurately capturing the complex biology of diseases remains an
unresolved challenge. SD generation models lack maturity, especially for
non-tabular data, while the data diversity and variability inherent in
medical emergency settings are not effectively captured by current Al or
simulation techniques. Existing SD generation approaches are not
sufficiently tailored for medical contexts, which limits their ability to
produce data that is representative and useful for healthcare
applications.
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Operationalisation
of Al for Synthetic
Data Generation

Reliability of
Clinical Decision
Support Systems

Ethical &
Clinical Gaps &

Challenges

Ethical Process for
Seed Data Access

Anonymisation vs.
Fidelity/Utility
Trade-offs

SYNTHETIC DATA IN HEALTHCARE

Operationalising Al for SD generation involves strategic decision-making
and integration challenges, particularly in determining when to retrain
models in dynamic environments where data collection and availability
is incremental. Automating the choice of which SD generation model to
employ for each data source demands intelligent systems capable of
evaluating the specific characteristics and requirements of the data
and intended purpose. Predicting the necessary computing resources
for model training and inference adds another layer of complexity,
impacting efficiency and cost-effectiveness. Successfully integrating SD
generation pipelines into existing data-producing workflows requires
seamless coordination to ensure that synthetic datasets are
consistently updated and accurately reflect real-world conditions. As
real-world data evolves, maintaining the accuracy, fidelity and reliability
of SD necessitates regular assessments and updates, ensuring its
ongoing relevance and effectiveness in supporting diverse applications.

The reliability of clinical decision support systems (DSS) is significantly
impacted by the quality and integrity of the synthetic data used in their
development. Generative Al models often rely on existing datasets that
may embed inherent biases or inaccuracies, which can be perpetuated
in the synthetic data they produce. If these biases are not identified and
mitigated, they can lead to skewed outcomes and unfair decision-
making in clinical applications. Additionally, poorly generated SD can
result in models that lack accuracy and are not generalisable,
undermining their effectiveness in real-world clinical settings.

Definition

Accessing seed data from one or more clinical sites to feed SD
generation processes involves navigating complex and often tedious
ethical processes. These include undergoing time-consuming Ethical
Approval processes by Ethics Committees at each clinical site, securing
Joint Controllers Agreement (JCA) and conducting DPIAs to ensure
compliance with regulations and standards. Secondary use of
retrospective seed data necessitates additional processes to be
considered, including efficient data anonymisation procedures to
protect patient privacy, which may lead to information loss.

Data anonymisation, a critical process for ensuring privacy and GDPR/EHDS
compliance when sharing seed health data to third parties, often presents
a trade-off between maintaining data fidelity and utility. By altering or
removing identifiable information to protect individual privacy, the process
can inadvertently reduce the granularity and richness of the real-world
health data, thereby reducing its usefulness and accuracy for Al-driven SD
generation processes, ultimately affecting the quality of the generated SD.
Therefore, balancing the need for robust anonymisation while maintaining
desired levels of data utility and fidelity is crucial in SD generation.

43



\- BDV BIG DATA VALUE

ASSOCIATION

Patient Consent
need

Bias and Fairness

Reluctance to
Share, Fear of Re-
Identification

Privacy Concerns

Misuse of
Synthetic Data

Extent of Clinical
Relevance
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Patient consent is a fundamental step in the ethical use of health seed
data, particularly when collecting real world prospective data for primary
use. Informed consents ensure that patients are fully aware of how their
data will be utilised, fostering trust and transparency. However, obtaining
consent prior to e.g. health emergencies can be challenging,
emphasising the need for pre-established relevant frameworks.
Furthermore, while SD offers a pathway to protect patient privacy, ethical
concerns persist regarding whether patient consent is necessary when
real world data serves as the basis for generating synthetic datasets.

Addressing bias and fairness in SD generation is critical to ensuring that
Al models trained on such data do not perpetuate or amplify existing
inequalities. Ensuring that synthetic data accurately and equitably
represents diverse patient populations is essential to avoid skewed
outcomes that may disadvantage certain groups. When SD serves as a
private proxy for real data, there is a risk of reproducing or even
amplifying inherent biases present in the original data. To mitigate these
biases, it is crucial to implement rigorous checks both in the input seed
data used for generating synthetic data and in the output data
produced. This involves employing advanced techniques and validation
processes to ensure fairness and equity in data representation.

The reluctance to share data, whether real or synthetic, is significantly
influenced by the fear of re-identification and the potential privacy
breaches that may occur and hinders stakeholder collaboration in
clinical research. This reluctance further extends to sharing data for Al
training with other stakeholders, as the perceived risks associated with
personal data exposure and privacy infringement often outweigh the
potential benefits of collaborative health tech innovation. Furthermore,
the need for data sharing agreements adds another layer of complexity.

Privacy concerns are paramount when generating and using SD,
especially in contexts where highly sensitive personal information is
involved, such as in omics data and disease progression. It is further
crucial to ensure that synthetic images derived from original datasets do
not inadvertently contain privacy-sensitive details that could compromise
privacy. This is particularly challenging in distributed environments, such
as monitored homes, where the risk of privacy breaches is amplified due
to the diverse and decentralised nature of data collection.

The misuse of SD is of concern, particularly when control mechanisms are
insufficient to prevent its utilisation in training non-ethical algorithms.
Once SD is shared, it can be challenging to monitor and regulate its
application, potentially leading to scenarios where it is used
inappropriately or maliciously, such as developing biased Al models.

The clinical relevance of SD is often limited by its potential inability to capture
the full spectrum of clinical variability, including rare or atypical cases, which
are crucial for developing comprehensive and effective Al models. This
limitation poses a significant risk, as models trained on such data may
inadequately address the diverse needs of patients in real-world clinical
settings, potentially leading to suboptimal decision-making and care.
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Cross-Site
Clinical Data
Collection/
Representation

Lack Of
Acceptance and
Trust

Regulatory &
Standardisation
Gaps &
Challenges

Compliance with
Legal
Frameworks

Cross-Border

Data Sharing
Complexity
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Cross-site clinical data collection and representation are often
complicated by the disparate data formats employed by different
institutions. Each healthcare provider may utilise its own systems and
standards for recording and storing patient information, leading to
significant variability in data structure and content. These differences
pose challenges in harmonising and integrating data from multiple sites,
which is essential for generating comprehensive synthetic datasets that
are representative of diverse patient populations. Inconsistent data
formats can hinder the seamless exchange of information, complicating
efforts to create unified and interoperable SD for clinical research and Al
model training.

The lack of acceptance and trust in Al, especially in the context of SD
generation, is a multifaceted issue that hinders the adoption and
integration of these technologies in healthcare. Reluctance often stems
from the stringent provisions of the Al Act, which emphasise compliance
and ethical considerations. Additionally, cultural resistance among end
users, as to how supportive the technology is, can limit innovation. Clinical
stakeholders are often skeptical regarding the clinical reliability of SD and
may question the accuracy of insights derived from Al models trained on
SD.

Definition

Ensuring compliance with legal frameworks such as GDPR, HIPAA, EHDS
regulation and the Al Act presents a complex challenge for synthetic data
generation in healthcare. Since SD is derived from real-world patient
information, it carries an inherent risk of privacy breaches and data
misuse. Therefore, organisations must navigate a multifaceted regulatory
landscape to ensure that the generation and use of SD align with national
and international data protection and privacy regulations. This includes
implementing stringent safeguards, especially when handling sensitive
information such as genetic data, which demands even higher levels of
protection. Moreover, organisations must also consider the Al Act's
requirements, which emphasise ethical use and data protection.

Cross-border data sharing requires complying with regulations from
multiple countries, which presents an even more complex regulatory
landscape to manage in a time-wise optimal manner.
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Open Data Policy
for Synthetic
Data

Regulated
Infrastructure
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Ownership and
Business
Governance
Gaps

Gaps in Synthetic
Data Reliability
and Evaluation
standards

Gaps in
Accountability
for Use of
Synthetic Data in
Decision Support
Systems
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SD can be much more easily shared across stakeholders than real world
health data, since it poses less privacy and data protection concerns
brought by relevant policies and regulations. As such, SD could be
considered as a form of open shareable data for research and innovation,
however respective policies for sharing SD as open data do not currently
exist.

The regulated infrastructure requirement underscores the necessity for
computing environments that meet stringent regulatory and data
protection standards, when training Al models with real world health data
to produce SD in healthcare. Such infrastructure must be designed to
prevent unauthorised access and ensure the confidentiality, integrity and
availability of sensitive data. This often involves using controlled, sandbox-
like environments, which provide isolated spaces for data processing and
model training, minimising the risk of data breaches or leaks.

Gaps in SD ownership and business governance present significant
challenges, particularly concerning the establishment of clear guidelines
on ownership and intellectual property rights of generated datasets. As SD
is derived from real-world datag, often involving multiple stakeholders such
as data providers, Al developers and end users, determining ownership
and co-ownership becomes complex. These complexities are further
exacerbated by the lack of standardised business governance
frameworks that define who holds rights to the synthetic data and how it
can be used, shared, or commercialised. Without clear delineation of
ownership, there may be disputes over control and profit-sharing,
potentially hindering collaboration and innovation.

Current SD reliability assessment methods are often insufficient, lacking
standardised frameworks and metrics to evaluate the fidelity, privacy and
utility of synthetic data in clinical contexts. This lack of standardised
approaches can lead to inconsistencies and uncertainties in how SD are
utilised and interpreted, potentially undermining their effectiveness and
credibility. In addition, particularly for synthetic control arms, despite
consensus among regulators in the US and Europe on their potential value
in clinical trials and other research settings, significant gaps persist in
establishing standards and regulations for reliability assessment of such
data.

There is currently no relevant regulatory framework or policy to regulate
accountability related to the use of SD for clinical decision support and
clarify who would be responsible if a model trained on SD fails in a clinical
setting. Establishing clear guidelines for accountability when using SD for
Al model development is a major regulatory hurdle.
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