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' Three possible strategies:

* Do nothing (flying under the radar of the DPA)

* Entering the Anonymisation - De-Anonymisatio
game

* Contextual consent gathering and intelligent d
handling that preserves knowledge about legal
grounds for processing
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Do nothing

Object

Risk depends on use
case _ |
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' Benefits

* Simplicity : Processing data without
imits and filters and constraints

* New insights : Derive new knowledge
from your data

* Cost : No time/money/investment in
additional safeguards




Caveats

* administrative fines up to € 20 Mio, or in the
case of an undertaking, up to 4 % of the total
worldwide annual turnover of the preceding
financial year, whichever is higher

* Depending on type of service: Loss of trust &
clients:

- |f Facebook-like service, trust is not really
important

- |[f more like banking & shopping it is a major risk

* Penal fines e.g. in France (Art. 226-16 Code
penal ss)

- Up to five years in prison Qnatam,kets.e,vices



' Anonymisation -

De-Anonymisation

vzI7JZXIMehHBfVel5e3Ktv5sXgW7F5PLTYXor5Bw49)7vVaxm@xRhp@y®E2VPVUS
bQn51xFfhhhR5j1dcAbV9D7UQoQ6DNCR1rxgXmesbyarPYIuf2SAx8ad@gu8epoG
NIdoaRn2ueUDTtTdTTSOG+fvT683LlvtrwVe7xvWRK]/u2NZ1Crb4AEOFrGdKCpjc
0CpeDpht5yhZU4q/oDET2muHWBTFRmee JIvT KT /QLKkwL+AS5U0Xt2X7JrWcdw5]1
z2xHkuj6YY2GbnfgTZWRTRVC3WQOYOTpAFSHlaVAFQgkn ix9RdWymMVesT j+xAP8
rcLyhoLYXYS5NIS4yI+sIM6IkPI4kBu046rihoeBGk8z331h7PMesuPLfZO9W8rBYA
UOdLONG6PXKzH1Omx1BG8/Gzy6Q4nhQcLWHC/0xU6szPIGP5JCFQS8F30JU+CzcK
S5dAmjsmIJS5S30ES5R8c8Tb8dR6XalnUk7mSQW1haYIN3JIQsSNZa3Iz1lyp32T/zIPd
eWd41ZqX9XEeLsBGamdzZz4nJadimDSJ26vS1ivrdLr3VfhZpioNegaUl/91lmgEci
LAtyKNOGpE90o1IhGw8djZI1dXfP1Ps5yZATM1ls8v3DkFX6JZR1le7WipCibdY/B1d
a/BlCy4Le1z]GGhbtm5ZI5b9XAJzQqc2+sYqoMgH7L6HXUYmLx0/wf3QecOPdUI9
+/Q23NSjoUz5YUIPfridkN1f7hs3KfKsow@IwB41KtMxdo2E4V5S5row2PDZda%yC
kaXZQqsh3MUCTgZhROM5ZIVU1LGMPP8nwSM2fDSsVFg+6hWRH4YIBCl+gKtj7T9e
Tn@elX040205fhN93DwBamw6pmtNUKHNRXT7U2DI+WaGg/2uu0/50HsQibF56NgA
DaXejDdjrF2pcvkKP90OKCMKYvITkkCUuScOdK23GH9Zf40z90mwqUIISTRLCO3E]
/TB8JANPDUCAMq/cYDLaoRbAyxK+bKE/GT jIxKeXfa9yLBLsKEmJ6T7Rgycc0QeS
/KGDSdKA04ZMRRKJ jJHIMDELWOr+0/N83YB3xrs7RS1CqzKulOtiZeldfnFM5T8eA
MygREqQINnkmKXJYRwTNOBOtArkoiNBf fqy6m/t/NNETOuO0Zw/PM+YFPVYIb/qSyF
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mmizotion buzzwords

K — Anonymity (Samarati 1999)
(at least k people in a sample)

[ - Diversity
e [ - Closeness

*Ditferential Privacy
(Removing outliers by adding noise)
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' The anonymity Problem

* The amount of records is increasing every day

* Data is de-identified by removing an explicit
identifier (e.g. eMail, SSN)

* Other data with identifiers can be correlated
the de-identified data for re-identification

* |[dentities can be linked with de-identified
information => re-identification

0 Data Market Services
Stolen from Pierangela Samarti 2008



' Issues

* The nicer the reconstruction attacks, the strong
the need for € to be high

* The more noise or means to obfuscate, the les
quality and entropy in the data

* Aggregation and mining risk pure whitewashin
the result is used to target/discriminate against
individuals
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' The anonymization trap

* The better the reconstruction attack, the more d
mMmust be stripped

* Data has less and less information

* Data value is destroyed

* Data becomes meaningless
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' Getting to consent

* Simplicity of consent is

difficult T
like your address book, or a feature of

. . : your phone, like the camera. It is
* Contextual interfacing is Sl e
automatically. That is why people often
key for consent oM

* Asking simple questions =V, ¢
needs mastering of zt : A
one’'s own workflow i

Permissions History
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' Advantages

* High quality data and user involvement

* Legal compliance made easy
* Usable data lakes without liability risk

* Creation of data value chains with others whil
respecting policy & GDPR
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creen restrictions and simple
messages

BeFit

.- Location
Sport and dining ¢ [0 Yes. ! agree that BeFit uses my heartrate
H frer 15
recommendations at your ntomation
fingertips Your smartphone and our GSM network allow 1o track ¥@s, | agree that BeFit uses my location data
your locaton, based on my smartphone
Sign up for tree for inteligent itestyle recommendations Yes. | agree that BeFit uses my location deta [0 ves.! agree that BeFit uses my age
talored to you Yes, | agree that BeFit uses the calories |

pased on my smariphone
Al lsas cae of Te LioWg Cala CAQY s IS Mreodnd 1 Make CONLuUMe
recUTIMetCEICn:
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Gather Metadata

from interaction with consent interfac

from protocol chatter

Cookies and identifiers

involved)

Policies applicable to this particu

-nvironmental data (data control

ar interaction

er, third partie
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mckg policies using Linked Data

. ) —
T Meta
Data URI Data
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The SPECIAL Consent, Transparency

"f@i and Compliance framework
elom

S
SPECIAL — SPECIAL
Consent IE O=— Transparency and
Management 000 Compliance Dashboard

R

-
Sue's policy r

Policies W éggn?;

‘ SPECIAL Middleware

S

Susiness Intelligence / Line of Business
Data Science Application Applications

j 85 :\ Sue
@ =

BeFit Company
m]_m Q Data Market Services




d for Vocabularies to express those things
eg. Existing Vocabularies

* FOAF, vCard and schema.org offer vocabularies to model personal
* DICOM can be used for health data with lots of attributes for fithe

* NeoGeo, GeoSPAROL or WGS84 Geo Positioning can be used to
express location data.

* P3P WG had developed an RDF vocabulary with purposes

* ODRL t has a model that allows the expression of actions, prohibitio
and obligations to describe consent semantics, use of data and acces

* OWL Time can express time and duration for processing and retention.

* PROV is a good starting point to model source and quality of data and
the source of the consent needed for processing. aJp Data Market Services



SPECIAL Policy Language
Starting Points

' P Data retention
Data collection _ Notifications

_ Place of ;
Purpose storage _ Data sharing

[ﬂf% When] ORACL & ¥ symantec

- i) amazon

17 |—inat & vimware 0
Microsoft

i
\Where] w it "‘QServices

Adobe




W3C

Data Privacy Controls and Vocabularies

A W3C Workshop on Privacy and Linked Data

17-18 April 2018, WU Vienna, Vienna, Austria, Europe

Report How to Logistics Program People Workshop
participate committee schedule
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What would you like to standardise (rank in order) V2?

Q Respond at PollEv.com/sabrinakirra386

Taxonomy of regulatory privacy terms (including all GDPR terms) 1st
Taxonomy for personal data 2nd
Taxonomy of purposes 3rd
Taxonomy of disclosure 4th
KA
Glossary of terms 5th _
Metadata related to the details of the anonymisation 6th

Requirements for evaluation of privacy statement Tth

Log vocabulary 8th

Taxonomy of linkage operations 9th
Taxonomy of relevant contexts 10th 3
Taxonomies of human behaviour 11th
<

OPoll Everywhere

| https://pollev.com/sabrinakirra386



'atc Privacy Vocabularies & Controls
Community Group (DPVCG)

* A Group to do coordination und harmonisation

* A platform for those interested in Privacy enab
technologies

* Development of a vocabulary for data protecti
nteroperability

* https:/www.wJ3.org/community/dpvcg/
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https://www.w3.org/community/dpvcg/

{ PersonalDataCategory ]¢hasPersonalDataCategory

Processing

Purpose

antics centered around processin

<

hasProcessing

hasPurpose

LegalBasis ]d—hasLegalBasis—

PersonalDataHandling

hasT

hasDataControIIergb[DataControl Ier]

hasRecipient >[ Recipient ]

hasDataSubject b[ DataSubject ]

echnicalOrganisationalMeasure

D{TechnicalOrganisationaIMeasure]
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'entrered around data subject

i} Data
subject

Data

Data
processor
v Data Market Services

Controller



_

If you want to know more:

Get involved

https:/www.wJd.org/community/dpvc



https://www.w3.org/community/dpvcg/

' Attributions

* Sonar Principle by Georg Wiora (Dr. Schorsch)
BY-SA 3.0]

* Quadcopter by Simon Waldherr [CC BY-SA 3.
* Bird by Malikmak333 [CC BY-SA 4.0]
* Jail Bars by Antonu [CC BY-SA 3.0 ]
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